Transport for London

Job Description

Job title

Reporting to
(position number)

Hay score [ Pay Band

Job Purpose o

Online Payments & Chargebacks Manager

Payment Operations and Assurance Manager

466 / Band 3

Develop and implement strategies for minimising charge backs across station, Online and contactless with a potential to

add more channels.

The jobholder will achieve their objectives by working collaboratively with the payment card industry, Online fraud
management services, payment service providers, merchant acquires and other T&D teams.

Key accountabilities

o

« Establish and implement consistent and cost-effective rules and processes for responding to Requests for Information
and Charge backs across majority of TfL's sales channels and schemes.

« Lead a team of two analysts responsible for processing card issuer charge backs as a result of contactless payment
and card payments at London Underground stations, Oyster Online, Emirates Airline, Visitor Centers and all other areas
that may come under the remit of the Payment Operations and Assurance Team

* Report and resolve problems in consultation with TfL's Payment Gateway supplier. Providing training and advice to
analysts and Contact Centre teams

» System expert for TfL's payment gateway, including user account set-up for Payments Operations and Assurance
Team and the Contact Centre.

*Manage fraud prevention tools for Oyster Online transactions. This includes defining the Payment Gateway Decision
Manager Fraud mitigation rules, monitoring the effectiveness of the fraud parameters and amending the rules to reflect
the latest threats. Benchmarking with other merchants to ensure that fraud screening for Oyster Online is in line with

best practice.

» Manage block settlement payments that arise due to technical or customer issues and raise concerns of suspicious
and service failure refunds to respective teams.

» Monitor where TfL's AFC supplier's performance on deny listing has failed to prevent use of declined cards and report
issues to the T&D service team.

» Report on a daily/weekly basis on the risk of losses caused by authorisation of contactless cards being declined by
issuing banks & on the effectiveness of recovery of debt arising from declined transactions. Quantify and compare the
financial impact on TfL and the issuing banks
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Financial Impact

- Defend Chargebacks worth £250k / year.
- Line management responsibility for X2 Payments Analysts

Key interfaces

« TfL's merchant acquirers

* T&D Service Team and Contact Centre.

* Payment Card Schemes

« Cybersource (current provider of payment transaction risk management services)

Knowledge

» Knowledge of payment card fraud risks and processes for fraud reduction.

« Knowledge of payments industry, its economic and the roles played by the participants in it.

» Knowledge of TfL’'s Future Ticketing Project and the Transaction Model and Merchant Service Fee structure.
« Quantitative analysis and presentation of data and information using MS Office and Business Objects.

Skills

« Strong problem solving and analytical skills. The ability to analyse a situation and present a solution.

» Excellent information processing skills.

« Ability to build strong working relationships with colleagues and external stakeholders.

« Ability to communicate effectively, both orally and in writing, with people at all levels across the organisation and outside.
« Ability to manage a team
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Experience

» Experience of working on fraud and transaction processing issues in a retail or transport context
* Experience of analysing and assessing data and presenting conclusions

Our 15 competencies are the generic skills, including interpersonal skills and knowledge need to perform well in
a role, but not all of these will be applicable. Based on the requirements of the role, please indicate those
competencies that are most relevant (6 - 8 max) and the level required (A-E).

Building capability I_l Communications and influence l_l
Responsiveness IT‘ C Stakeholder management m C
Customer service orientation El B Planning and organisation |:|
Strategic thinking IT‘ B Commercial thinking I:l
Problem solving and decision making IT‘ C Safety awareness I_l
Organisational awareness IT‘ Managing business performance |_|
Change and innovation I_l Team leadership IT' C
Results focus IT‘ C

This job description takes account of the primary factors but recognises there may be an number of items
required to fulfil the role, but which are not required to be detailed.

HEALTH & SAFETY STATEMENT

All employees have a general duty in law to take reasonable care for the health and safety of themselves and of other
persons who may be affected by their acts or omissions.

All employees must understand and be committed to Transport for London’s Health and Safety Policy statement and the
Company'’s safety priorities and be aware of their contribution to such priorities. All employees must also be aware of and
comply with all current health and safety legislation and other Company requirements that are relevant to their role.

EQUALITY STATEMENT

Transport for London values the diversity which exists in our city, and our aspiration is to reflect this diversity in our
workforce. All employees must be aware of and committed to the Equality Policy Statement of Transport for London. All
employees must also be aware of and comply with other Company requirements associated with Equality and Diversity
issues relevant to their role.

CRIME & DISORDER STATEMENT

It is a statutory requirement for all departments tin TfL to follow Section 17 of the Crime and Disorder Act 1998. Section 17
requires authorities to consider the likely affect on crime and disorder and community safety in all that they do, and take
action to prevent crime and disorder, substance misuse, anti-social behaviour and behaviour that adversely affects the
environment. Tfl has voluntarily been committed to following Section 17 since 2006, but we must all make sure that it is
considered in decision making, policies and procedures in the same way that equality and health and safety are.
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ADDITIONAL INFORMATION AND/OR ADDENDUM
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	Enter job title: Online Payments & Chargebacks Manager 
	Position number: Payment Operations and Assurance Manager
	Enter Hay score / Pay Band: 466 / Band 3 
	t1: 
	t2: 
	Enter text 02: • Establish and implement consistent and cost-effective rules and processes for responding to Requests for Information and Charge backs across majority of TfL’s sales channels and schemes.

• Lead a team of two analysts responsible for processing card issuer charge backs as a result of contactless payment and card payments at London Underground stations, Oyster Online, Emirates Airline, Visitor Centers and all other areas that may come under the remit of the Payment Operations and Assurance Team

• Report and resolve problems in consultation with TfL's Payment Gateway supplier. Providing training and advice to analysts and Contact Centre teams

• System expert for TfL's payment gateway, including user account set-up for Payments Operations and Assurance Team and the Contact Centre.

•Manage fraud prevention tools for Oyster Online transactions. This includes defining the Payment Gateway Decision Manager Fraud mitigation rules, monitoring the effectiveness of the fraud parameters and amending the rules to reflect the latest threats. Benchmarking with other merchants to ensure that fraud screening for Oyster Online is in line with best practice.

• Manage block settlement payments that arise due to technical or customer issues  and raise concerns of suspicious and service failure refunds to respective teams.

• Monitor where TfL's AFC supplier's performance on deny listing has failed to prevent use of declined cards and report issues to the T&D service team.

• Report on a daily/weekly basis on the risk of losses caused by authorisation of contactless cards being declined by issuing banks & on the effectiveness of recovery of debt arising from declined transactions. Quantify and compare the financial impact on TfL and the issuing banks



	Text2: - Defend Chargebacks worth £250k / year.
- Line management responsibility for X2 Payments Analysts
	Text3: • TfL’s merchant acquirers
• T&D Service Team and Contact Centre.
• Payment Card Schemes
• Cybersource (current provider of payment transaction risk management services)




	Text4: • Knowledge of payment card fraud risks and processes for fraud reduction.
• Knowledge of payments industry, its economic and the roles played by the participants in it.
• Knowledge of TfL’s Future Ticketing Project and the Transaction Model and Merchant Service Fee structure.
• Quantitative analysis and presentation of data and information using MS Office and Business Objects.

	Text5: • Strong problem solving and analytical skills. The ability to analyse a situation and present a solution. 
• Excellent information processing skills.
• Ability to build strong working relationships with colleagues and external stakeholders. 
• Ability to communicate effectively, both orally and in writing, with people at all levels across the organisation and outside.
• Ability to manage a team

	Text6: • Experience of working on fraud and transaction processing issues in a retail or transport context 
• Experience of analysing and assessing data and presenting conclusions 
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	Text7: 
	Enter text: Develop and implement strategies for minimising charge backs across station, Online and contactless with a potential to add more channels.

The jobholder will achieve their objectives by working collaboratively with the payment card industry, Online fraud management services, payment service providers, merchant acquires and other T&D teams. 



	Tooltip: Please see example :

"The job will have responsibility and accountability for delivering the projects to time, budget, scope and quality, and supporting the Programme Manager, they will optimise the allocation and utilisation of project and programme management professionals, subject matter experts and external suppliers.
 
The job will work within the Programmes & Delivery team to leverage their specialist expertise within projects to ensure the implementation of a holistic and comprehensive project delivery model.”
	Tooltip 2: Please see examples :

"Responsible for the reporting of periodic department expenditure against the budget to ensure is in line with forecast spending.

Provide a wide range of ad-hoc analyses, to produce accurate, insightful and meaningful interpretation of customer travel behaviour.

Manage assigned projects, in accordance with the TfL PPM Methodology and working to relevant corporate standards, to ensure delivery of intended business benefits."


