Transport for London -e-

Job title Senior Application Engineer

Reporting to

(position number) Application Team Manager

Hay score [ Pay Band 393 /Band 3

Job Purpose ﬂ

The Senior Application Engineer will be accountable for the provision of Level 2 (and where appropriate Level 3) service
for TfL's environments (business critical services for TfL e.g. asset management, ERP, commercial off the shelf, in-house
developed software, transport maintenance and planning systems, online services etc), ensuring that all services are
delivered to the agreed standards, quality and performance.

Out of Hours support, support of weekend or out of hours maintenance or release activities will be required for certain
applications.

Key accountabilities ﬂ

1) Responsible for executing support activities to enable fault resolution within the agreed SLAs to ensure the restoration of
the services within the team'’s portfolio

2) Responsible for developing and delivering recommendations to resolve critical defects and manage wider implications of
system faults to ensure the restoration/improvement of the service

4) Assisting in recommending service and process improvements to ensure effective handling and correction of defects in
the TfL environments

6) Accountable for resolving incidents and fulfilling Service Requests within SLA targets, which are assigned to themselves,
or ensuring they are moved to the correct resolver team

7) Escalating service incidents to a higher severity when appropriate to ensure the on-going security and safety of TfL's
business operation and delivery of service within SLAs

8) Responsible for Technical Knowledge Management, peer to peer training and knowledge handover to Application
Engineers.

9) Accountable for assisting Projects and other technical teams to deliver new services / update existing services in their
portfolio

This job description takes account of the primary factors but recognises there may be an number of items required to
fulfil the role, but which are not required to be detailed.
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Financial Impact

- Reduce and minimise financial impact of service outages to the business.
- Influence on the delivery of technology and data to support services.
- Provide input into service improvement plans of TfL's support services.

Key interfaces

Technology and Data (T&D):-
- The Application Team Manager to ensure their work-flow is managed effectively
- Other technical, operational and service teams within T&D to facilitate service delivery within committed time-lines.

TfL:-
- Liaising directly with stakeholders who are experiencing issues or requesting services.

External:-
- 3rd Party Suppliers and Support Providers

Knowledge

Preferable: Extensive Industry experience in an Application Support environment

- Working knowledge of ITIL V3 Service Management

- Knowledge of current/emerging technologies and processes employed in Enterprise Wide IT services

- Knowledge of two or more of the following - Enterprise Resource Planning, Asset Management Systems, Revenue
Collection, Document Management, Real-Time Information Systems, Forms Platforms, Operational Support, Reporting,
Monitoring Applications, ITSM Toolsets and integration technologies/systems.

- Knowledge of agile project management methodologies.

- Working knowledge of solutions development methodologies.

Skills

- Excellent oral and written communication skills at a business and technical level.

- Highly skilled at solving and communicating complex problems

- Communicates clearly and is skilled at adapting their communication style to meet the needs of the audience.
- Relevant Business Application technical support skills

This job description takes account of the primary factors but recognises there may be an number of items required to
fulfil the role, but which are not required to be detailed.
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Experience

- Demonstrable experience of working in a complex multi site environment dealing with business applications and real time
implementation systems.

- Proven track record of working within a support or operations environment.

- Well developed experience of issues and incident management and working within agreed SLAs.

Our |5 competencies are the generic skills, including interpersonal skills and knowledge need to perform well in a role, but
not all of these will be applicable. Based on the requirements of the role, please indicate those competencies that are most
relevant (6 - 8 max) and the level required with A the least complex and E the most complex level.

Refer to the Competency Briefing Note for Line Managers for further information and the Competency Framework to determine
the competencies and levels to be included.

Building capability C Communications and influence Cc
Responsiveness C Stakeholder management
Customer service orientation Cc Planning and organisation C

Strategic thinking Commercial thinking

Problem solving and decision making C Safety awareness

Organisational awareness Managing business performance

NRREENE

Change and innovation C Team leadership

Results focus

EEMENEEE

HEALTH & SAFETY STATEMENT

All employees have a general duty in law to take reasonable care for the health and safety of themselves and of other persons who may be
affected by their acts or omissions. All employees must understand and be committed to Transport for London’s Health and Safety Policy
statement and the Company’s safety priorities and be aware of their contribution to such priorities. All employees must also be aware of
and comply with all current health and safety legislation and other Company requirements that are relevant to their role.

EQUALITY STATEMENT

Transport for London values the diversity which exists in our city, and our aspiration is to reflect this diversity in our workforce. All
employees must be aware of and committed to the Equality Policy Statement of Transport for London. All employees must also be aware
of and comply with other Company requirements associated with Equality and Diversity issues relevant to their role.

CRIME & DISORDER STATEMENT

It is a statutory requirement for all departments within TfL to follow Section |7 of the Crime and Disorder Act 1998. Section |7 requires
authorities to consider the likely affect on crime and disorder and community safety in all that they do, and take action to prevent crime
and disorder, substance misuse, anti-social behaviour and behaviour that adversely affects the environment. TfL has voluntarily been
committed to following Section |7 since 2006, but we must all make sure that it is considered in decision making, policies and procedures
in the same way that equality and health and safety are.

PRIVACY & DATA PROTECTION STATEMENT

Personal information relating to TfL’s customers, workforce and members of the public, must only be collected, accessed or used by
employees for legitimate business purposes directly related to the performance of their duties; and in accordance with their terms and
conditions of employment, TfL’s Privacy and Data Protection Policy, The TfL Code of Conduct and relevant HR policies. The misuse of
personal information is generally viewed as gross misconduct and may also constitute a criminal offence.

This job description takes account of the primary factors but recognises there may be an number of items required to
fulfil the role, but which are not required to be detailed.
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ADDITIONAL INFORMATION AND/OR ADDENDUM

Addendum to ERP Sr. Application Engineer roles

Role purpose:

To provide Subject Matter Expertise and ensure that the overall technical architecture is sound, verified and validated
against business requirements and alignment with TfL's IS / IT strategy and enterprise architecture. Provisioning of
technical security and authorisations support across the highly complex and technical SAP estate in order to mitigate any
risk to the business, loss of service availability, consequential loss of revenue associated with security flaws, issues or
breaches.

1) Knowledge, Skills & Experience for Addendum for Senior Application Engineer (Technical)

» SAP BASIS practitioner with good experience

* Proven experience leading SAP technicians on the following platforms; Windows Server, Unix/Linux, Oracle

* Proven experience of installation, upgrade, and platform migration of the components in the SAP application stack is
required

* Proven experience in SAP platform selection and will be familiar with SAP’s sizing tools and methodology

« Strong ABAP experience, HTML, CSS, JavaScript, JQuery, UI5 and Fiori & SAP Netweaver Gateway, UX and
Design-Thinking facilitation

« Understanding of the front-end and back-end components that make up the Fiori application

» Experience of development and delivery of SAP standard as well as custom Fiori applications

* Experience of implementing Mobile solutions within an SAP environment

« 'Real World' SAP Fiori experience (at least one end-to-end project lifecycle)

* Understanding of multiple SAP modules and their application use in a business context

2) Knowledge, Skills & Experience for Addendum for Senior Application Engineer (Security & Authorisations)

* The application of security roles, design build and support within an SAP implementation

» Competent in SAP Security and Authorisations (Technical and Analysis)

» SAP Application Experience across SD, MM, PP, WM, QM FICO, BW

* Expert in Governance Risk & Compliance (GRC)

» Comprehensive SAP security and user administration technical experience;

* Decision making experience in security and authorisations;

* Experience using security and authorisation transactions including SUO1, SU10, SUIM, SU53, PFCG, and SU24
» Comprehensive SAP license experience

* Central User Administration (CUA) transactions, SCUA, SCUL, SCUM

» Role Administration, to include composite and derived roles

» HR authorisations and structural profiles

« Strong understanding of SAP security and authorisations interaction between the mySAP ERP suite of applications

This job description takes account of the primary factors but recognises there may be an number of items required to
fulfil the role, but which are not required to be detailed.
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	Enter text: The Senior Application Engineer will be accountable for the provision of Level 2 (and where appropriate Level 3) service for TfL's environments (business critical services for TfL e.g. asset management, ERP, commercial off the shelf, in-house developed software, transport maintenance and planning systems, online services etc), ensuring that all services are delivered to the agreed standards, quality and performance.
Out of Hours support, support of weekend or out of hours maintenance or release activities will be required for certain applications. 

	Tooltip: Please see example :

"The job will have responsibility and accountability for delivering the projects to time, budget, scope and quality, and supporting the Programme Manager, they will optimise the allocation and utilisation of project and programme management professionals, subject matter experts and external suppliers.
 
The job will work within the Programmes & Delivery team to leverage their specialist expertise within projects to ensure the implementation of a holistic and comprehensive project delivery model.”
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	Enter text 02: 1) Responsible for executing support activities to enable fault resolution within the agreed SLAs to ensure the restoration of the services within the team’s portfolio
2) Responsible for developing and delivering recommendations to resolve critical defects and manage wider implications of system faults to ensure the restoration/improvement of the service
4) Assisting in recommending service and process improvements to ensure effective handling and correction of defects in the TfL environments
6) Accountable for resolving incidents and fulfilling Service Requests within SLA targets, which are assigned to themselves, or ensuring they are moved to the correct resolver team
7) Escalating service incidents to a higher severity when appropriate to ensure the on-going security and safety of TfL’s business operation and delivery of service within SLAs
8) Responsible for Technical Knowledge Management, peer to peer training and knowledge handover to Application Engineers.
9) Accountable for assisting Projects and other technical teams to deliver new services / update existing services in their portfolio
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"Responsible for the reporting of periodic department expenditure against the budget to ensure is in line with forecast spending.

Provide a wide range of ad-hoc analyses, to produce accurate, insightful and meaningful interpretation of customer travel behaviour.

Manage assigned projects, in accordance with the TfL PPM Methodology and working to relevant corporate standards, to ensure delivery of intended business benefits."
	Text2: - Reduce and minimise financial impact of service outages to the business.
- Influence on the delivery of technology and data to support services.
- Provide input into service improvement plans of TfL's support services.


	Text3: Technology and Data (T&D):- 
- The Application Team Manager to ensure their work-flow is managed effectively
- Other technical, operational and service teams within T&D to facilitate service delivery within committed time-lines.

TfL:-
- Liaising directly with stakeholders who are experiencing issues or requesting services.

External:- 
- 3rd Party Suppliers and Support Providers
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- Knowledge of current/emerging technologies and processes employed in Enterprise Wide IT services
- Knowledge of two or more of the following - Enterprise Resource Planning, Asset Management Systems, Revenue Collection, Document Management, Real-Time Information Systems, Forms Platforms, Operational Support, Reporting, Monitoring Applications, ITSM Toolsets and integration technologies/systems.
- Knowledge of agile project management methodologies.
- Working knowledge of solutions development methodologies.


	Text5: - Excellent oral and written communication skills at a business and technical level.
- Highly skilled at solving and communicating complex problems
- Communicates clearly and is skilled at adapting their communication style to meet the needs of the audience.
- Relevant Business Application technical support skills
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	Text7: Addendum to ERP Sr. Application Engineer roles 
 
Role purpose: 
To provide Subject Matter Expertise and ensure that the overall technical architecture is sound, verified and validated against business requirements and alignment with TfL’s IS / IT strategy and enterprise architecture. Provisioning of technical security and authorisations support across the highly complex and technical SAP estate in order to mitigate any risk to the business, loss of service availability, consequential loss of revenue associated with security flaws, issues or breaches.   

1) Knowledge, Skills & Experience for Addendum for Senior Application Engineer (Technical)
• SAP BASIS practitioner with good experience
• Proven experience leading SAP technicians on the following platforms; Windows Server, Unix/Linux, Oracle
• Proven experience of installation, upgrade, and platform migration of the components in the SAP application stack is required
• Proven experience in SAP platform selection and will be familiar with SAP’s sizing tools and methodology
• Strong ABAP experience, HTML, CSS, JavaScript, JQuery, UI5 and Fiori & SAP Netweaver Gateway, UX and Design-Thinking facilitation
• Understanding of the front-end and back-end components that make up the Fiori application
• Experience of development and delivery of SAP standard as well as custom Fiori applications
• Experience of implementing Mobile solutions within an SAP environment
• 'Real World' SAP Fiori experience (at least one end-to-end project lifecycle)
• Understanding of multiple SAP modules and their application use in a business context

2) Knowledge, Skills & Experience for Addendum for Senior Application Engineer (Security & Authorisations)
• The application of security roles, design build and support within an SAP implementation
• Competent in SAP Security and Authorisations (Technical and Analysis)
• SAP Application Experience across SD, MM, PP, WM, QM FICO, BW 
• Expert in Governance Risk & Compliance (GRC)
• Comprehensive SAP security and user administration technical experience;
• Decision making experience in security and authorisations;
• Experience using security and authorisation transactions including SU01, SU10, SUIM, SU53, PFCG, and SU24
• Comprehensive SAP license experience
• Central User Administration (CUA) transactions, SCUA, SCUL, SCUM
• Role Administration, to include composite and derived roles
• HR authorisations and structural profiles
• Strong understanding of SAP security and authorisations interaction between the mySAP ERP suite of applications






