
 

GDPR Compliance Programme: 
Proposed personal data mapping exercise 

Purpose of this briefing note  

To outline a proposed personal data mapping exercise which forms a key element of 
TfL’s GDPR Compliance Programme.  

Background and context 

From May 2018, TfL and its subsidiaries will be required by law to create and maintain 
comprehensive records of any data processing activities involving personal information 
across all business areas, services and operations.  
 
Section 2 of the ICO’s guidance document “Preparing for the General Data Protection 
Regulation – 12 steps to take now”, published in 2016, states:  
 
“You should document what personal data you hold, where it came from and who you 
share it with. You may need to organise an information audit, across the organisation, or 
within particular business areas. The GDPR updates rights for a networked world. For 
example, if you have inaccurate personal data and have shared this with another 
organisation, you will have to tell the other organisation about the inaccuracy so it can 
correct its own records. You won’t be able to do this unless you know what personal 
data you hold, where it came from and who you share it with. You should document 
this. Doing this will also help you to comply with the GDPR’s accountability principle, 
which requires organisations to be able to show how they comply with the data 
protection principles, for example by having effective policies and procedures in place.” 
 
Section 6 goes on to add that: 
 
“You should look at the various types of data processing you carry out, identify your 
legal basis for carrying it out and document it…Under the current law this does not 
have many practical implications. However, this will be different under the GDPR 
because some individuals’ rights will be modified depending on your legal basis for 
processing their personal data. The most obvious example is that people will have a 
stronger right to have their data deleted where you use consent as your legal basis for 
processing. You will also have to explain your legal basis for processing personal data in 
your privacy notice and when you answer a subject access request. The legal bases in 
the GDPR are broadly the same as those in the DPA so it should be possible to look at 
the various types of data processing you carry out and to identify your legal basis for 
doing so. Again, you should document this in order to help you comply with the GDPR’s 
‘accountability’ requirements.” 
 



 

Personal data mapping activities have been the focus of considerable comment and 
discussion amongst data protection lawyers and practitioners. Short articles from two 
specialist journals are included at Appendix 1 and Appendix 2 of this briefing note. 
 
TfL does not currently hold any form of information asset register or personal data 
inventory which could provide the necessary level of detail to support TfL’s GDPR 
Compliance Programme, or satisfy the new record keeping requirements contained in 
Article 30 Recital and 82 of the GDPR.  
 
Whilst there are some lists of data repositories which contain personal data, none of 
these encompass all of the TfL business areas involved in the processing of personal 
data; nor do they include details of personal data types, sources (and associated privacy 
notices), processors (and associated data processor agreements), sub-processors, 
onward disclosures (and associated information sharing agreements), or the legal basis 
for processing (ie consent, legitimate interest, performance of a contract, express 
statutory powers, etc).  
 
Consequently, some form of personal data mapping exercise focussed on TfL, its 
subsidiaries (and a number of outsourced operations delivered by external service 
providers) is recommended and would ideally be completed by the end of August 2017. 
This data mapping exercise would be limited to establishing the current nature, scale 
and distribution of TfL’s personal data holdings and associated data processing 
activities.  
 
The target completion date of 31 August 2017 would provide an eight month period 
during which the Privacy and Data Protection Team would be able to: 
 

1. perform a gap analysis and identify “high risk” data processing activities (including 
any profiling or surveillance of customers and employees); and  

2. put in place any urgent remedial actions (eg Data Protection Impact 
Assessments; new/amended privacy notices, information sharing agreements 
and data processor agreements; personal data cleansing and deletion).       

 
The outputs from the personal data mapping exercise would need to be collated and 
captured in some form of central register or database. This repository will form an 
essential component of TfL’s wider GDPR Compliance Programme and will need to be 
made available for inspection by the relevant Supervisory Authority (ie the information 
Commissioner’s Office) on request.  
 
In terms of future maintenance of the personal data maps created a result of this 
exercise, TfL’s instance of TRUSTe Assessment Manager (a cloud based online tool used 
to conduct Data Protection Impact Assessments and create other bespoke interactive 
compliance questionnaires) would be used on an ongoing basis to capture the details of 
required updates/amendments.  
 
That process would be co-ordinated by the Privacy and Data Protection Team, with 
input from the Information and Records Management (IRM) Team, Personal Information 



 

Custodians (circa 60 senior managers with responsibility for systems and processes 
which are used to process personal data) and individual business areas.                   

NCC Proposal  

On 8 February 2017 NCC were invited via TfL’s Commercial function to submit a 
proposal for a personal data mapping exercise under Lot 1 of TfL framework agreement 
ITC11524. Using this particular framework agreement (also used by both Internal Audit 
and Technology & Data for the delivery of outsourced PCI DSS and cyber security 
services) means that a potentially lengthy procurement process is not required and 
work can be started within a relatively short timeframe. 
 
NCC’s response is attached to this document as Appendix 3. The total cost quoted is 

 (exclusive of VAT). The production of associated data flow diagrams would cost 
an additional  per diagram. A total of between 10 and 15 diagrams would be 
desirable, each covering a specific processing activity (eg Oyster online registration and 
account management; and Congestion Charge Auto Pay account creation/management). 
 
The proposal satisfactorily addresses all of the requirements specified in the original 
request and demonstrates a good understanding of the records keeping and 
accountability requirements of the GDPR. It was made clear to NCC that their role in 
the data mapping exercise would not encompass non-personal data discovery, or the 
development and implementation of specific remedial actions or solutions to address 
instances of non-compliance with data protection legislation or TfL policies/ 
procedures. 
 
NCCs’ knowledge of TfL and its wholly owned subsidiaries (acquired as a consequence  
of the extensive PCI DSS and cyber security assurance work that they have been 
carrying out across the group for a number of years), should ensure the timely and 
efficient completion of the personal data mapping exercise. 
 
In addition, we would expect NCC to leverage some existing TfL resources as part of 
this exercise, in particular our instance of TRUSTe Assessment Manager, our internal 
network of Personal Information Custodians and the knowledge/insights of members 
of the Privacy and Data Protection Team and IRM Team. 
 
In terms of funding the personal data mapping exercise, three possible options have 
been identified and are summarised below. 

Funding option 1 – General Counsel funding 

The first and perhaps most straightforward option, would be for General Counsel (the 
business area ultimately responsible for privacy and data protection compliance) to 
fund the cost of the exercise from any underspend identified within its 2016-17 budget.  

Funding option 2 – Voluntary contributions from the business 

If General Counsel is unable to identify adequate resources, a second option would be 
for the Privacy and Data Protection Team to approach those business areas which 



 

process the largest volumes of personal data and request an appropriate contribution 
towards the cost of the personal data mapping exercise. In the event that this is the 
favoured funding approach, a suggested breakdown of contributions is included below:  
 

1. 33% Technology & Data 

2. 20% Surface Service Operations 

3. 12% Human Resources 

4. 10% Enforcement and On-Street Operations 

5. 5% Marketing 

6. 5% Road Space Management 

7. 5% Bus Operations 

8. 2% LU Network Security & Policing 

9. 2% LU Revenue Control 

10. 2% Occupational Health 

11. 2% Pensions 

12. 2% Group Property & Facilities 

 
Although potentially a complex and time consuming approach, partly because of its 
voluntary nature, there is a precedent (albeit on a smaller scale). In 2015 a customer 
privacy research exercise was funded with contributions from General Counsel and six 
other business areas. 

Funding option 3 – ExCo approved ‘top-slice’ funding 

The third option would be for General Counsel to ask the Commissioner and other 
members of ExCo to discuss and agree the most appropriate division/sources of funding 
for the cost of the exercise; and for that decision to be communicated to the relevant 
business areas and actioned.  

Next steps 

Agreement as to whether: 
 

1. TfL should proceed with a personal data mapping exercise as part of its GDPR 
Compliance Programme;  

2. the proposal from NCC satisfies all of the relevant criteria; and if so, which of 
the three funding options would be the most appropriate to pursue. 

 
 
James Alexander 
Head of Privacy and Data Protection 
 
17 March 2017  
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The digital world is becoming ever more dangerous.  With cyber-attacks on the 

increase and more companies choosing to drive their digital strategy forward, some 

of your most valuable assets are on display for the world to see. 

NCC Group can help.  With a world-class team of experts, supported by leading 

technology and processes, we will work with you to make sure your data is 

protected.  We know how hackers think and act, and will share this information with 

you to make sure you keep your freedom from doubt. 
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 Map the data assets by building a data asset inventory (in MS Excel workbook) 

 Provide an accompanying executive summary report which includes: 

o Description of approach taken. 

o Executive Summary of Findings. 

o Data categorisation and sub categorisation and data types. 

o Identification of Personally Identifiable Information (PII) as well as other 

critical business information (where applicable). 

o Storage and processing locations for data in electronic and physical hard 

copy format. 

NCC Group has successfully engaged with a number of large organisations on a range 

of data mapping and GDPR projects.  These projects have involved organisations 

experiencing similar challenges to those currently facing TfL, and our consultants have 

considerable experience in assisting them with addressing these challenges. 

The key attributes we can offer are: 

 Ongoing experience of working with high-profile multinational blue-chip 

organisations in mapping data across complex multinational operations.  

 Providing trusted advisor recommendations on policies, procedures, systems 

and technologies to assist you with follow on activities.  

 Guaranteed independence from all suppliers of technology and security 

products, ensuring impartial advice and guidance at all times. 

 Proven experience, covering more than 250 years of IT security experience 

across our team. 

 Proven quality, as demonstrated by our ISO 27001 certification.  We are one of 

the few consultancy firms who carry the ISO 27001 accreditation.  This means 

that not only do we practise what we preach, but we also have invaluable 

experience of what is required to bring an organisation into line with an 

internationally accepted security standard, from the point of view of the 

organisation, rather than merely as advisors. 
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Summary of Requirements 

As outlined earlier in the proposal, TfL require an extensive data mapping exercise to be 

performed, focusing on the organisation itself and a number of the external service 

providers.  The exercise should focus on TfL’s personal data holdings and the associated 

data processing activities only. 

The exercise will need to address the following questions about how personal data is 

being processed, together with the ICO GDPR Guidance (Accountability and 

Governance section) as follows: - 

TfL Data Processing Questions 

 What personal data is being collected? 

 How is that personal data being created / captured / collected? 

 Why is that personal data being created / captured / collected? 

 How is that personal data being used? 

 Where is that personal data being stored? 

 How is that personal data being secured? 

 Who has access to that personal data? 

 Who is that personal data being shared with? 

 How long is that personal data being retained? 

 How is that personal data being deleted / destroyed? 

Recital 82  

In order to demonstrate compliance with this Regulation, the controller or processor 

should maintain records of processing activities under its responsibility.  Each controller 

and processor should be obliged to cooperate with the supervisory authority and make 

those records, on request, available to it, so that it might serve for monitoring those 

processing operations. 

Article 30: Records of processing activities  

1. Each controller and, where applicable, the controller's representative, shall 

maintain a record of processing activities under its responsibility.  That record 

shall contain all of the following information:  

 the name and contact details of the controller and, where applicable, the joint 

controller, the controller's representative and the data protection officer;  

 the purposes of the processing;  
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 a description of the categories of data subjects and of the categories of 

personal data; 

 the categories of recipients to whom the personal data have been or will be 

disclosed including recipients in third countries or international organisations;  

 where applicable, transfers of personal data to a third country or an 

international organisation, including the identification of that third country or 

international organisation and, in the case of transfers referred to in the 

second subparagraph of Article 49(1), the documentation of suitable 

safeguards;  

 where possible, the envisaged time limits for erasure of the different 

categories of data;  

 where possible, a general description of the technical and organisational 

security measures referred to in Article 32(1).  

2. Each processor and, where applicable, the processor's representative shall 

maintain a record of all categories of processing activities carried out on behalf of 

a controller, containing: (a) the name and contact details of the processor or 

processors and of each controller on behalf of which the processor is acting, 

and, where applicable, of the controller's or the processor's representative, and 

the data protection officer; (b) the categories of processing carried out on behalf 

of each controller; (c)where applicable, transfers of personal data to a third 

country or an international organisation, including the identification of that third 

country or international organisation and, in the case of transfers referred to in 

the second subparagraph of Article 49(1), the documentation of suitable 

safeguards; (d) where possible, a general description of the technical and 

organisational security measures referred to in Article 32(1).  

3. The records referred to in paragraphs 1 and 2 shall be in writing, including in 

electronic form.  

4. The controller or the processor and, where applicable, the controller's or the 

processor's representative, shall make the record available to the supervisory 

authority on request. 
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Phase 1 – Project Planning and Preparation  

The planning phase of this engagement is extremely important as it fundamentally 

affects the quality of the outputs. 

The assignment begins with a Project Initiation Meeting attended by our Lead Consultant 

and TfL stakeholder(s).  The purpose of the meeting is to: 

 Reconfirm the scope of the project, the objectives, and deliverables. 

 Agree relevant contacts and reporting lines. 

 Agree timescales for delivery of the work. 

 Confirm the staff and other contacts involved. 

We will produce a Project Initiation Document for agreement by both parties and this will 

act as the key reference point for the project and will include an engagement 

plan/timetable. 

Following on from the project initiation, the activities during the rest of this phase will 

include identification / confirmation of the following: - 

 TfL Operating Subsidiaries (i.e. London Underground) 

 TfL External Service Providers (who deliver outsourced operations on behalf of 

TfL), such as: - 

o Cubic Transportation Systems Ltd 

o Capita plc 

o NSL 

o Dawley Services Ltd 

o Marston Group 

o Independent Transport Associated Limited 

o Journeycall Ltd  

o Novacroft Ltd 

 Key stakeholders / Interviewees, including: - 

o TfL Privacy and Data Protection Team 

o Personal Information Custodians - 60 Senior Managers with 

responsibility for systems and processes which are used to process 

personal data 
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 TfL Processes, including: - 

o Personal data – customer and internal (HR / employees) 

o GDPR Control Documentation 

o Current Information Risk Registers 

o Information Security Policy and Procedures 

o Information Security Organisation / processes 

 Technology, including: - 

o Cloud service providers 

o Asset Registers 

o Network diagrams 

o Database schema 

o Operational Security Controls 

Once we have validated all the relevant stakeholders, we will move forward with the 

following activities: - 

 Hold an initial briefing session to communicate and explain the goals of the 

exercise and the cooperation required from your staff; 

 Confirm the interviewees (Personal Information Custodians and 3
rd

 parties), and 

issue a questionnaire to each interviewee to complete in advance. The aim of 

this is to initially identify data assets allowing a starting point for the data 

mapping; 

 Agree the Data Mapping Questionnaire, which will as a minimum capture the 

following information: 

o Data Asset Types 

o Business Operations and Interfaces. 

o Data Record Volumes 

o Confidentiality, Integrity, Availability ratings to confirm sensitivity. 

o Resilience 

 Issue Questionnaire to stakeholders two weeks in advance of interviews. 

Prior to the on-site workshops we review and analyse the responses to the 

questionnaires provided by all the interviewees.  This analysis provides a background to 
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the interviews, and allows us to focus on identifying the data, the process, and the 

security controls. 

Phase 2 – Data Mapping Assessment 

The majority of this phase will consist of onsite workshops/interviews with key 

stakeholders and external service providers to cover the data flows of personal data 

across the organisation.  

The workshops and interviews will identify the data asset, its use case, value and impact, 

processing transmission and storage conditions. As we progress through each interview, 

we consolidate our findings in the asset tracker and this will feed into the deliverables 

from the engagement (as detailed in phase 3 below). 

During these onsite sessions, each process will also be identified and a data map 

generated.  The data map will be iterative throughout the workshops to ensure accuracy. 

The workshops can be run concurrently to shorten engagement time 

Determining Data Sensitivity 

Using a methodology defined in ISO 27005 we rate each data element on a scale of 1 

(low) to 5 (high), based upon the following characteristics: - 

 A) Data Value (or CIA rating) based the need for Confidentiality, Integrity and 

Availability in the event of: 

o Unauthorised Disclosure or Loss. 

o Unauthorised Modification. 

o Non-Availability of Data. 

 B)  Business impact with respect to: 

o Reputational Damage. 

o Financial Damage. 

o Loss of Operational Capability. 

o Consequences of Breach of Regulatory/Legal Requirements. 

o Cost and Effort Required to Mitigate Damage from Regulatory/Legal 

Breach. 

The overall sensitivity rating for each data element is determined by multiplying the 

scores from A and B above. 
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Phase 3 – Deliverables 

Production of the formal deliverables will take place upon completion of workshop 

activities and will reflect the agreed output from the Project Initiation element of the 

project. 

The typical deliverables we usually present as an output from the engagement include 

the following: -  

 An Executive summary report based on the review delivered in PDF format, to 

include the approach used, the key findings and recommended way forward;  

 Populated asset tracker/asset inventory in MS Excel defining the key assets by 

category, sub category, sensitivity rating and business impact rating, by 

department and by logical and physical storage location (example screenshot 

below) 

 

 Completed Questionnaires 

 PII Data Inventory 

 We have also included production of the Data Flow Diagrams (Visio) as an 

optional element within the investment – an example is shown below: - 
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Compliance Manager Tool 

As outlined earlier in the proposal, TfL already use TRUSTe Assessment Manager to 

perform Data Protection Impact Assessments and other bespoke interactive compliance 

questionnaires. 

Therefore, we would look to make us of this tool (where appropriate) during this 

engagement, and will agree the approach during Project Planning Phase 1. 

Engagement process 

Proposal Presentation 

We understand that TfL are considering the data mapping exercise at this stage, and one 

of the aims of this proposal is to assist TfL in providing a business case / justification.  

Therefore, NCC Group would also welcome the opportunity to present the proposal to 

the key stakeholders, so we can run through the programme in more detail and address 

any queries prior to a final decision being made. 

During the Engagement 

You will be allocated a lead consultant and a commercial account manager.  They will be 

responsible for successful delivery of your project identifying and managing any issues.  

They will be accountable for ensuring that your project is assigned and completed to the 

expected standard and to the agreed timescales.  All work is subject to our internal peer-

review processes and quality assurance before being released. 

We are committed to delivering a high quality service to you in line with our ISO 9001 

quality management system, but in the unlikely event of an issue arising there are formal 

escalation procedures to help you quickly bring your issue to closure.  Post-assignment 

reviews are carried out and the results are monitored by the PLC board.  
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Appendices supporting this proposal 

Quality control 

NCC Group is a global information assurance specialist providing organisations worldwide with 

expert escrow and verification, security consulting, web performance and domain services.  We 

are committed to the profitable provision of services that anticipate and meet our customers' 

requirements and deliver excellent returns to our shareholders. 

 

Achieving a high level of customer satisfaction is the target for all work.  Profitability targets are 

set for each area of our business each month in an annual plan.  Our overall effectiveness is 

measured by how well we perform against this plan. 

 

This policy is supported by detailed measurable objectives in the form of Key Performance 

Indicators at al l  levels in the organisation structure.  Performance targets are reviewed on a 

regular basis by management to ensure quality standards are constantly met and improved. 

 

NCC Group operates a quality system of standards and procedures, which manages and controls 

all our projects, products, and service activities.  The quality management system is based on the 

requirements of ISO 9001:2008, and is subject to continual improvement through our 

management review process. 

 

The implementation of this policy is mandatory and is to be observed by all those who 

contribute to NCC Group's products and services. 
 

 

 

 

 

 

 

 

 

Rob Cotton 
Chief Executive Officer 

January 2016 
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Terms and conditions 

This proposal is subject to the terms and conditions of the Framework Agreement 

Number ITC11524 – Lot 1, signed between Transport for London and NCC Group 

Security Services Limited on 21
st
 October, 2014.  

  






