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8. CONFIDENTIALITY 
 

a. "Confidential Information" means non-public information disclosed between the Parties, including: (a) information 
identified by the disclosing Party, in writing or orally, as confidential at the time of disclosure; and (b) information containing the 
disclosing Party's customer lists, customer information, technical information, pricing information, financial position, trade 
secrets, customer communications or proposals, benchmarking information, satisfaction surveys, or information relating to its 
business planning or business operations. The terms of the Agreement are also deemed the Confidential Information of Equinix. 
Information about the operation and design of the IBX Centers (e.g., the configuration of cables, networks and services at the 
IBX Centers, equipment used at the IBX Centers) are the Confidential Information of Equinix. Information is not deemed 
Confidential Information if it: (i) is known to the receiving Party prior to receipt from the disclosing Party directly or indirectly from 
a source other than one having an obligation of confidentiality to the disclosing Party; (ii) becomes known (independently of 
disclosure by the disclosing Party) to the receiving Party directly or indirectly from a source other than one having an obligation 
of confidentiality to the disclosing Party; (iii) becomes publicly known or otherwise ceases to be confidential, except through a 
breach of the Agreement by the receiving Party; or (iv) is independently developed by the receiving Party. For the avoidance of 
doubt, the mere placement of materials or equipment containing information at an Equinix location does not constitute disclosure 
of such information to Equinix. 

 
b. Neither Party will use or disclose Confidential Information of the disclosing Party without its prior written consent, except 

where: (i) the disclosure is required by applicable law or regulation (including securities laws regarding public disclosure of 
business information) or by an order of a court or other governmental body having jurisdiction after taking steps to maintain its 
confidentiality where practicable; (ii) it is reasonably necessary to be disclosed to that Party's, or its Affiliates', employees, 
officers, directors, attorneys, accountants and other advisors; or (iii) it is necessary for a Party to exercise its rights and perform 
its obligations under the Agreement. In any case, the disclosing Party shall ensure that disclosure shall not be broader than 
necessary and that the recipient agrees prior to receipt to keep the information confidential to the same extent as under the 
Agreement (except that such agreement need not be obtained for disclosures to a court, regulator or arbitrator). 

 
9. COMPLIANCE 

 
a. Ap icable Law. Each Party will comply with all applicable laws and regulations in connection with the Agreement. 

b. International Security Concerns. Each Party will comply with applicable export/re-export, sanctions, import and customs 
laws and regulations (including U.S. sanctions and export regulations) ("Sanctions Laws"). In addition, Customer will not be 
listed on, nor owned or controlled by an entity or person which is subject to, nor located in or organized under the laws of a 
country subject to, U.S. or E.U. embargo. Notwithstanding anything to the contrary in the Agreement, Equinix reserves the right 
to terminate the Agreement immediately upon written notice to Customer if Equinix reasonably determines that Customer is not 
in compliance with this Section or is causing Equinix to be exposed to violations under Sanction Laws. 

 
c. Anti-Money Laundering. Each Party will comply with all applicable anti-money laundering laws. If the bank to which 

Customer remits payment ("Equinix Bank") refuses to process a Customer payment for any reason including, but not limited to, 
a reasonable belief that Customer's payment may be connected to money laundering (a "Suspicious Payment"), Customer will 
reasonably cooperate with all requests from Equinix or the Equinix Bank (e.g., requests for additional information in order to 
process the Suspicious Payment) or remit payment of any outstanding balance using an alternative payment method within five 
(5) days. 

 
d. Operational Audit. Customer will have the right, no more frequently than once in any consecutive twelve (12) month 

period and at Customer's sole expense (including Smart Hands charges for Equinix's time), to conduct a confidential audit of 
Customer's Licensed Space and the common areas of the IBX Center. Such audit will take place during normal business hours 
and on an agreed date and time, subject to reasonable postponement by Equinix. Unless otherwise agreed, the scope of the 
audit will only consist of IBX Auditors visiting the IBX Center and IBX Auditors' review of Equinix's regularly-prepared records 
regarding the operation of the IBX Centers, in each case in order to verify that an IBX Center is operated in compliance with the 
Agreement. Customer agrees that (i) such audits shall not adversely affect other customers of Equinix or Equinix's operation of 
the IBX Center; (ii) all IBX Auditors shall comply with Equinix's Policies during such audit; and (iii) Customer shall ensure that 
any third party IBX Auditors treat all of Equinix's Confidential Information disclosed to such third party IBX Auditor as a result of 
such audit in the same manner Customer is required to treat such Confidential Information, or signs a non-disclosure agreement 
with Equinix. For purposes of this Section,"IBX Auditor" shall mean any of Customer, Customer's third-party auditors or any 
regulatory examining authority having jurisdiction over Customer that participates in an audit described in this Section. 

 
e. Independent Standards. Equinix will, throughout the term of the Agreement, conduct annual audits and certifications 

(e.g., SSAE 16/18, ISAE 3402, ISO 27001) (collectively "Audits") which Equinix deems appropriate, in its sole discretion for 
each of the IBX Center(s) within which Customer has Licensed Space. Audits shall be performed by a qualified and licensed 
independent auditor selected by Equinix. The current Audits are set forth on: https://www.equinix.com/services/data-centers 
colocation/standards-com iance/. Equinix will, upon Customer's request and at no additional charge, provide Customer with a 
copy of the current Audit attestation report or certificate, as the case may be, applicable to those IBX Center(s) within which 
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Customer has Licensed Space. Such report shall be deemed Equinix's Confidential Information and provided for the sole use of 
Customer. 

 
f. Business Contact Information. "Business Contact Information" or "BCI" means business contact data containing 

personal information (mainly first name, last name, business phone numbers, business email and business address) of a Party's 
or its Affiliates' respective agents, employees, consultants, contractors, partners, Sublicensees or Authorized Persons 
("Representatives") and whose use, processing or transfer is regulated by law or regulation as 'personal data'. 

 
Each Party and its Affiliates will, by virtue of the performance of the Agreement, come into possession of the other Party's 

Representatives BCI as a Data Controller (as defined under European laws and regulations or its equivalent under any local 
data protection and privacy laws). 

 
Where BCI is to be transferred by a Party and its Affiliates from one country to another (including intra-group transfers to 

the United States or to any countries located within or outside the European Economic Area (EEA)), it shall ensure that all 
appropriate legitimization measures as required under applicable data protection and privacy laws such as (i) the entry into 
appropriate inter-company data transfer agreements based on the European Standard Contractual Clauses; (ii) the 
implementation of Binding Corporate Rules as defined under European regulations; and/or (iii) equivalent means of compliance, 
are in place to afford such transfer of BCI an adequate level of protection. 

 
The Parties acknowledge and agree that (i) the provision by Equinix of Licensed Space and Services in accordance with 

the Agreement does not involve any access by Equinix, or use, processing, monitoring, or performance of any operation of, or 
on, any data loaded, stored, received, retrieved, transmitted through or otherwise processed by Customer as part of its use of 
the Licensed Space and Services ("Customer Data"); and that (ii) as a result, Equinix does not act as Data Processor or Data 
Controller (as defined under European laws and regulations or its equivalent under any local data protection and privacy laws), 
with respect to such Customer Data, unless otherwise agreed to in writing by the Parties. 

 
Each Party will inform its Representatives (i) that their BCI may be collected, used, processed and transferred by virtue of 

the performance of, and in accordance with, the Agreement; and (ii) of their rights regarding the processing of their BCI in 
accordance with this clause. In addition, where required by the data protection and privacy laws that govern this Agreement, 
each Party will obtain the consent of its Representatives to give effect to the collection, use, processing or transfer of their BCI. 
Each Party will collect, access, and use and transfer the other Party's Representatives' BCI in accordance with applicable laws, 
and with its own respective privacy policies which in the case of Equinix can be found at 
https://www.equinix.com/company/legal/privacy/, as may be amended or supplemented in the jurisdiction whose laws govern 
this Agreement. 

10. MISCELLANEOUS 
 

a. Notice. Unless expressly stated in the Agreement, all notices required by the Agreement will only be effective if in 
writing and sent by (i) certified or registered mail, postage prepaid; (ii) overnight delivery requiring a signature upon receipt; or 
(iii) delivery by hand, to the Parties at the respective addresses in the Agreement or as otherwise designated in writing by the 
Parties. Notices, consents and approvals under the Agreement will be in writing and shall be presumed to be received five (5) 
days after mailing if sent by mail, two (2) days after sending if sent by overnight courier or on the date of dispatch if sent 
electronically. Notwithstanding anything to the contrary in the Agreement, consents or approvals required by the Agreement and 
notices relating to changes to the Policies sent by Equinix may be sent by email and shall be presumed to be received on the 
date of dispatch. 

 
b. Publicity. Neither Party grants the other Party the right to use its trademarks, service marks, trade names, copyrights, 

other intellectual property rights or other designations in any promotion, publication or press release without the prior written 
consent of the other Party in each case. Notwithstanding anything to the contrary in the Agreement, either Party may, with the 
prior written consent of the other Party (and consent may be withheld in that Party's complete discretion), publicly use the other 
Party's name and logo to refer to the other Party as a vendor or customer as the case may be, such use to comply with any 
applicable usage guidelines that are published or made available by the other Party upon request. 

 
c. Entire Agreement. The Agreement constitutes the entire agreement between the Parties with respect to the subject 

matter of the Agreement, and supersedes and replaces all prior or contemporaneous discussions, negotiations, proposals, 
understandings and agreements, written or oral, as well as any industry custom. Each Party acknowledges that, in entering into 
the Agreement, it has not relied on, and shall have no right or remedy in respect of, any statement, representation, assurance 
or warranty other than as expressly set out in the Agreement, but nothing in this Section shall limit or exclude a Party's liability 
for fraud or fraudulent misrepresentation. The Agreement may be executed in two or more counterparts (and the signature pages 
may be delivered with ink or electronic signature or by facsimile or e-mail), each will be deemed an original, but all together will 
constitute one and the same instrument. Except where otherwise expressly stated herein, the Agreement may be amended 
only by the written agreement of both Parties. 
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EXHIBIT A TO GLOBAL TERMS AND CONDITIONS 
EQUINIX COLOCATION SERVICE DESCRIPTION AND SERVICE LEVEL AGREEMENT 

 
This Exhibit sets forth the description of the Licensed Space, Cross Connects and related Services provided by Equinix pursuant 
to the Agreement and the applicable service level agreement ("SLA"). Capitalized terms which are used but not defined in this 
Exhibit will have the meaning defined in the Agreement. 

 
1. Service Description- Customer's Licensed Space is located within the IBX Center listed on the Order and includes the 

following features: 
 

a. Security/Access Controls. Equinix shall establish and maintain appropriate physical, technical and organizational 
safeguards and controls which, in Equinix's sole discretion, are designed to protect the security of the (i) IBX Center; (ii) the 
Licensed Space which contains Customer's Equipment; and (iii) the Services (collectively, "Safeguards"). Safeguards will 
include the following: 

 
i. Building Perimeter Security - Equinix continually monitors all entrances and exits to each IBX Center. Specific 

architectural features and physical construction of individual IBX Centers provide additional security and differ by 
location. 

ii. Colocation Area Security - Within each IBX Center, the colocation area is protected by additional security 
measures to form multiple layers of security. Equinix employs appropriate facility access controls to limit physical 
access to the Licensed Space, and examples of such access controls include: visitor access authorization and 
validation via customer administrators and security officers, security mantraps, biometric readers and access card 
readers, locking cabinets, and extensive monitoring by video and/or IBX Center site staff. 

iii. Private Cage - Customer may select a private cage with access to the private cage restricted only to authorized 
personnel by means of an additional card reader or biometric scanner on the cage door. 

iv. Secure Cabinet -- Customer may select a secure cabinet with access to the secure cabinet restricted only to 
authorized personnel by means of an additional locking mechanism on the cabinet door. 

v. Security Systems - Equinix will use business systems designed to optimize security and such other security 
measures that Equinix deems appropriate. 

vi. Security Breach Notifications - Equinix will contact Customer via phone or email of any actual or attempted 
unauthorized access of Customer's Licensed Space (i.e., private cage or cabinet) ("Security Breach")  

 In the provision of Licensed 
Space and Services, Equinix does not manage nor monitor Customer's Equipment and does not monitor any Cross 
Connects. Customer is solely responsible for monitoring Customer's Equipment and its network traffic. 

 
b. Electrical Power. Equinix has designed electrical power delivery systems to provide an uninterrupted supply of electrical 

power through various primary and secondary supply mechanisms. For electrical power delivery to the Licensed Space, 
Customer may choose between the following configurations: 

 
i. Non-Redundant Power - Electricity delivered via one (1) power circuit. 
ii. Redundant Power - Electricity delivered via two (2) power circuits from two different power busses. 

 
c. Climate Control. Equinix has designed climate control systems in the colocation area which are designed to provide a 

predictable and consistent environment as follows: 
 

i. Temperature - Temperature is controlled to be between 18°C (64.4°F) and 27°C (80.6°F). 
ii. Relative Humidity - Relative Humidity is controlled to be between 25% and 65%. 

 
d. Cross Connects. Cross Connects permit Customer to connect Customer's Equipment to other Equinix customer equipment 

or Equinix interconnection exchanges located within an IBX Center or between IBX Centers on a single Equinix campus. 
Cross Connects are available in various media types. 

 
e. Smart Hands. At Customer's request, Equinix will provide Smart Hands, which provide remote support of Customer's 

Equipment within an IBX Center. Smart Hands only consists of visual and physical support of hardware (i.e., no application 
support or access to Customer Data). Smart Hands examples include: assisting Customer with moving Customer's 
Equipment and uncrating from boxes; labeling equipment and cable connections; inventorying Customer's Equipment; and 
installing cabling between or from Customer's Equipment to Customer's demarcation equipment. Smart Hands requests 
may be expedited at the request of Customer and as agreed by Equinix. 

f. Maintenance. Equinix maintains its IBX Center via a comprehensive, coordinated program of preventive maintenance. 
Maintenance activities are fully scripted, scheduled, reviewed, and approved by Equinix operations and engineering 
management prior to execution of the work. Equinix will inform customers of any maintenance via email or the Customer 
Portal. Equinix will use reasonable efforts to provide Customer with maintenance notifications in accordance with the 












